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EXECUTIVE SUMMARY

In response to growing social and political pressures to
demonstrate diversity, equity and inclusion, organisations
are focusing on redesigning internal practices and processes
that foster greater workplace gender equality. Cyber security
remains a heavily male dominated profession in Australia
(Risse et al., 2023) and internationally (ISC2, 2023). There is
urgency to address persistent workplace gendered inequities
given realised and projected strong growth in demand for
cyber security professionals (Department of Home Affairs,
2023; OECD, 2023) and the challenges associated in
recruiting this cohort (Crumpler & Lewis, 2022).

Sponsored by the Australian Signals Directorate (ASD), the
Australian Women Security Network (AWSN) has
commissioned RMIT University’s Centre for Cyber Security
Research and Innovation (CCSRI) and Centre for
Organisations and Social Change (COSC) to undertake
Phase Il of a research project focusing on female cyber
security professionals in Australia. The objective of Phase II
is to document and explore the reasons for the under-
representation of women in Australia’s cyber security
workforce and to develop a set of policies and initiatives
designed to improve gender diversity and inclusion. The
overarching goal of this research is to ensure that the
Australian cyber security workforce is able to meet the
growing demand for cyber security services from the public,
business, and household sectors.

i "y

fibim

Completed in 2023, Phase | of the research project included
a review of the literature on the cyber security workforce, an
exploration of the latest Australian Census from 2021, and
quantitative analysis of an online survey. The Census
analysis revealed that women account for 17 percent of the
cyber security workforce in Australia (Risse et al., 2023),
which is broadly in line with international trends (ISC2,
2018). Responses from an online survey of over 700 female
and male cyber security professionals highlighted various
gendered barriers in cyber security, including a notable lack
of female role models in the profession (Risse et al., 2023).




Phase Il of the research project includes a
qualitative research design to investigate the
underlying factors contributing to women's low
participation in, and departure from, Australia's
cyber security workforce. The research
objectives of the current phase are to:

« Develop a deep understanding of the multi-
faceted reasons as to why women leave
the cyber security profession.

« Gain insights into the lived experiences of
women in the cyber security sector,
focusing on challenges and opportunities
for improvement.

« Explore the potential interventions and
strategies that organisations may
implement to enhance gender diversity and
retention of women in the cyber security
workforce.

The methodology for Phase Il is comprised
of three stages:

1. A literature review of gendered enablers
and barriers in the cyber security
workforce.

2. In-depth interviews with 30 women
currently working in cyber security roles
with over five years of experience, or those
who have recently left the cyber security
workforce.

3. Thematic analysis of interviews of
women currently working, or who have
worked, in cyber security roles.



Building on the literature review
completed in Phase |, this report
represents the first stage of Phase I,
focusing on an in-depth review of more
up-to-date literature that explores two
key areas:

- Examination of gendered barriers
that may contribute to problems
around recruitment and retention of
women in cyber security.

« Policy recommendations designed to
improve gender diversity and
inclusion in cyber security.

The report provides a foundation for the
research and highlights gaps in current
knowledge.

Combined with the key findings from the
lived experiences of women in the cyber
security workforce and those who have
left, Phase Il of the research project
makes the following contributions:

- It addresses the current and future
professional skills shortage in the
cyber security industry by evaluating
the factors that influence attrition of
women in the cyber security
workforce.

- It identifies how enablers and
barriers relate to broader cultural
factors and institutional practices can
be shaped by changes in workplace
policies and strategic interventions
by key agencies and stakeholders, in
order to support women's retention,
attraction and management.




1. INTRODUCTION

Australia, amongst many other nations, still has a long way to go in
achieving gender equality in STEM disciplines, with women accounting for
only 15 percent of STEM-qualified occupations but half of non-STEM
occupations as of 2022 (Department of Industry, Science and Resources,
2023). Existing research attributes this low female representation to a variety
of factors, such as masculine cultures that reduce women’s sense of
belonging, limited early exposure to these disciplines, and a lack of
confidence or self-efficacy (Cheryan et al., 2017). Further, because women
are subject to additional domestic workloads and take on the lion’s share of
child rearing responsibilities, they may face challenges pursuing and
maintaining STEM careers (Cech & Blair-Loy, 2019; Prieto-Rodriguez et al.,
2022). These struggles in maintaining STEM careers have also been noted
by Glass et al. (2013), who demonstrated that women in STEM fields are
significantly more likely to leave their occupational fields compared to those
in non-STEM fields.

Given that many cyber security professionals have educational and/or
professional backgrounds in computer/information systems and IT (Foley et
al., 2017), it is not surprising that cyber security remains male dominated.
Research reveals that in Australia and internationally, less than one in five
cyber security professionals are women (ISC2, 2023; Risse et al., 2023).[1]
Challenges in recruiting qualified and experienced cyber security
professionals however are also rising, as the talent pool struggles to keep up
with the growth of demand (Crumpler & Lewis, 2022). Consequently, lifting
female participation in cyber security may be a means to address these
shortages.

Since low female representation in cyber security and STEM occupations
can reflect problems around the recruitment and retention of women, attrition
of women has naturally been identified as an avenue for investigation (ACS
(2015; Mclver, 2022). This idea is supported by research which shows that
in the United States, women in STEM occupations are more likely to leave
their occupational field than other professional women, particularly early in
their career (Glass et al., 2013). Moreover, according to the 2022 (ISC2)
Cyber Security Workforce Study, 60 percent of cyber security enterprises
have had difficulty in retaining workers, with staff turnover rates of around 20
percent in the workforce overall.

[1] For the Australian estimate, five occupational categories make up cyber security (cyber security) roles, as per the Australian & New Zealand Standard
Classification of Occupations (ANZSCO): cyber security advice and assessment specialists, cyber security analyst, cyber security operations co-ordinator, cyber
security architect, and cyber governance risk and compliance specialist. The Census relies on respondents to accurately self-report the occupational category they
belong to, as well as other professional and personal characteristics. The ISC2’s estimate of the global cyber security workforce is primarily based on survey based
estimates for the United States which are used as a baseline for the rest of the world.
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Our review of the relevant literature suggests that there
are limited studies which investigate or document low
retention of women working in cyber security. This may
reflect that much of the research is based on surveys of
cyber security professionals at one point in time rather
than longitudinal surveys that track the workforce
dynamics across time. Added to this, studies on gender
disparities in Australia’s cyber security workforce are
sparse.

Given the scarcity of studies that investigate gendered
disparities in the Australian cyber security workforce, our
report draws on the wider literature in STEM occupations
to leverage insights that have already been developed in
related occupational categories.

This then leads us to the aim of this report, which is to
enhance our overall understanding of gender equality in
the Australian cyber security profession with a view to
offering solutions to reduce gender disparities. The report
is structured as follows.

In Section 2 we review the limited number of studies that
have examined the Australian cyber security workforce,
including the key findings from Risse et al. (2023) which
comprised Phase | of this project.

In Section 3 we aim to establish quantitative and
statistical support for the presence of gendered barriers in
cyber security. While research is suggestive of female
under-representation and other gender inequalities in
cyber security, some of these studies are based on
surveys that exhibit low response rates, small samples
and selection bias that may distort and reduce the external
validity of their findings (Bethlehem, 2010). We therefore
report summary statistics on measures of gender
inequality in cyber security and related STEM occupations
both in Australia and internationally. The focus is on data
collected by statistical bureaus that are based on large
samples of non-voluntary participants which mitigates th
problem of selection bias.




Consistent with international trends,
evidence of low female representation in
cyber security in Australia is pervasive
across different activities and levels of
seniority, and a sizeable gender pay gap
in the profession persists. In addition,
workplace gender disparities can
manifest in ways that are difficult to
measure statistically and systematically.
These include harassment and
professional micro-aggressions that can
arise from unconscious bias and
masculine cultures.

Consequently, in Section 4 we explore
the organisational and societal factors
that contribute to gender disparities in
cyber security, including job design
unique to cyber security and other STEM
occupations, the prevalence of a hyper-
masculine culture that is reflected in the

language used to describe and promote
the profession, and a lack of a support
network for female cyber security
professionals (LeClair & Pheils, 2016;
Peacock & lrons, 2017).

In Section 5 we canvas policies and
initiatives designed to support efforts to
improve gender diversity and inclusion in
cyber security. These include
recruitment enablers such as gender
targets, changes to job design that
promote a cultural shift away from being
available 24/7, fostering a gender
inclusive culture, and supporting
women'’s career progression
opportunities through various initiatives,
including the development of mentoring
networks. In Section 6 we conclude this
report and discuss avenues for future
research in this area.




2. THE AUSTRALIAN CYBER
SECURITY WORKFORCE

2.1 Gender dimensions of Australia’s
cyber security profession (Phase | of
this research)

Based on an analysis of the recently developed
occupational categories for cyber security
professionals by the Australian Bureau of
Statistics, Phase | of the research project
demonstrated that Australia’s cyber security
workforce is heavily male dominated. To our
knowledge, the quantitative analysis
undertaken in Phase | was the first of its kind to
identify and measure the size of Australia’s
cyber security workforce conditioned by gender
from population data rather than from the
gender composition of survey responses (ISC2,
2023) which typically have low response rates
and can be subject to selection bias, hence
resulting in potentially unrepresentative findings
(Bethlehem, 2010). Phase | also included an
online survey of cyber security professionals
which pointed to a lack of female role models
and associated gender disparity in senior
leadership positions (Risse et al., 2023).

ilf

The under-representation of women in cyber
security is in line with the pattern in the
broader occupational category of IT
Professionals, where the female share is
around 21%.[2] Prior to the latest Census,
cyber security professionals were mainly
counted in the ICT Security Specialist
category which shows growth of over 200
percent between 2016 and 2021, with the
female share of the 13,300 professionals in
this workforce of around 16 percent as of
2021 (Risse et al., 2023). To put the size of
Australia’s cyber security workforce — which
is 0.1 percent of the working age
population[3] — in a global context, the
Bureau of Labour Statistics reports that the
number of full-time workers in the
occupational category Information Security
Analysts in the United States was 145,000 as
of 2021 (BLS, 2024) or 0.1 percent of the
working age population.[4].

[2] Calculated by the authors from the 2021 Census retrieved from ABS Pro Table Builder on 8
June 2024.

3] Based on an estimate of the working age population in Australia of 16.9 million as of 2022.
Source: https://data.oecd.org/pop/working-age-population.htm#indicator-chart. Accessed on 1 July
2024.

[4] Based on an estimate of the working age population in the United States of 209 million as of
May 2024. Source: https:/fred.stlouisfed.org/series/LFWAB4TTUSM647S. Accessed on 1 July
2024.
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0%

C-suite roles

2%

Want to make a
difference to
society

This under-representation of women in Australia’s
cyber security workforce extends to senior leadership
positions. Of the 510 female cyber security
professionals participating in the online survey of
Phase |, only 10 percent of female respondents were
employed in C-suite roles such as Chief Executive
Officers, Chief Financial Officers and Chief
Information Officers (i.e. most senior leaders within
their organisations) compared to 20 percent of male
respondents, although gender composition of senior
management positions (i.e. a level lower than C-suite
executive roles) was comparable (Risse et al., 2023).

Research shows that 29 percent of female cyber
security professionals reported having a mentor of the
same gender compared to half of male cyber security
professionals (Risse et al., 2023). They also reported
being more motivated than men by the impact of their
work on the community, with 52 percent of female
respondents as opposed to 44 percent of men
reporting a desire to work in a profession which makes
a difference to society. Women also perceive their skill
set being under-utilised, with only 35 percent of
female respondents saying that their profession offers
the opportunity to use their skills compared to 44
percent of men (Risse et al., 2023).

Lastly, the factors that were seen to most promote
career progression among both male and female
respondents were on-the-job learning, informal
networks, mentoring, and professional development
courses. The current state of organisational initiatives
to foster gender equality was seen to be largely
ineffective, with less than one in five respondents
reporting that they had benefited from organisational
initiatives to foster gender equity (Risse et al., 2023).




dies of Australia’s cyber security workforce

The few existing studies of Australia’s
cyber security workforce focus on the
need to facilitate more diverse
representation (Department of Home
Affairs, 2023), the skills sought by
employers (Potter & Vickers, 2015), and
the barriers facing women specifically,
particularly the low enrolment by school
aged girls in cyber security tertiary
courses (Bongiovanni & Gale, 2023).

The Australian Government has
identified that Australia’s cyber security
profession exhibits skills shortages with
low representation from women and
 other diverse groups (Department of
Home Affairs, 2023). It proposes to
: @‘i‘ﬁhpé to incorporate cyber security
eﬁéh’ihg within schools, develop a
'tibn'élly recognised cyber security
chre?ditation, and consult with industry
. to devise strategies that expand the
diversity of the workforce, including the
representation of women (Department of
Home Affairs, 2023).

Potter and Vickers (2015) have
undertaken a non-gendered analysis of
the demand for certain types of cyber
security skills in Australia, based on
skills sought by employers in job listings
and interviews with cyber security
professionals. It was found that there
was a common set of ‘hard’ skills
desired across different roles — including
experience, qualifications and technical
expertise — and ‘soft’ skills — including
relationship management and
leadership (Potter & Vickers, 2015).
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The study by Bongiovanni and Gale (2023) of the barriers facing women in Australia’s cyber
security workforce are based on an analysis of enrolments into university level cyber security
programs and interviews of cyber security professionals, undergraduates and HR managers.
Three key barriers identified by Bongiovanni and Gale (2023) include:

- The perception that cyber security roles are predominantly technical.

« The masculinised culture associated with the profession being male dominated.

- The fact that women are not encouraged to pursue a career in cyber security.
Given the study includes interviews of men and women, as well as Human Resources
managers, it does not exclusively draw on the lived experiences of women working in cyber

security, the gendered barriers they have encountered, and how these barriers have been
navigated.

2.3 Summary

The literature which investigates gender dimensions in Australia’s cyber security workforce is
limited, which might reflect in part the fact the occupational category is a relatively
contemporary one. Existing studies confirm that the profession in Australia remains male
dominated (Risse et al., 2023) and that gendered barriers include both gendered stereotypes
about the field which discourages women from pursuing careers in the field, and the
persistence of a masculinised culture (Bongiovanni & Gale, 2023).




3. GENDER INEQUALITY STATISTICS
IN CYBERSECURITY AND STEM
DISCIPLINES INTERNATIONALLY

In addition to the findings reported in Phase |,
we have expanded our review to document
additional dimensions of gender disparity — in
terms of workforce composition and pay gaps
— for Australia and internationally both in the
cyber security profession and related STEM
disciplines. Most of the international statistics
reported below on cyber security are
focussed on the United States due to lack of
data availability for other countries. In
summary, the data shows that the under-
representation of women in cyber security
and related fields in Australia is consistent
with international patterns. In Australia, the
gender disparity extends to managerial
positions and a sorting of women into lower
paid administrative roles which likely
contribute to evidence of a sizeable gender

pay gap.

3.1 Gender composition

3.1.1 Under-representation of women

Although international estimates of the female
share of the cyber security workforce are
based on survey response rates —
participation in which is voluntary — the under-
representation of female cyber security
professionals evident in Australia appears to
be consistent with international evidence.
Based on several surveys, ISC2 estimates

that the female share of global cyber security
professionals varies from 16 percent (ISC2,
2023) to 24 percent (ISC2, 2018). For the
occupational category of Information Security
Analysts in the United States, the estimated
count of 26,000 women accounts for less than
20 percent of the total workers in this category
of 145,000 as of 2021.[5]

This under-representation of women in cyber
security extends to the closely related IT and
STEM disciplines. Less than 30 percent of the
employed STEM-qualified workforce in
Australia is comprised of women, while
women account for only 25 percent of the
information and communications technology
workforce (Professionals Australia, 2017). The
share of women in IT occupations in the
United States declined to 25 percent in 2014
from 31 percent in 1990 (Beckhusen, 2016).

From an historical perspective, War World Il
(1939-1945) represents an exception to the
pattern of under-representation of women in
cyber security and information systems.
During this period, around 11,000 women
were recruited by the Army and Navy of the
United States as intelligence code breakers,
accounting for more than half of the code
breakers enlisted in the defence forces
(Mundy, 2017).

[5] Based on the authors’ own calculations from data accessed on 10 June 2024.
https://www.bls.gov/opub/reports/womens-earnings/2021/home.htm.




3.1.2 Women in leadership

Vertical segregation, the imbalance
between women and men in leadership
categories, describes the structural
disadvantage faced by women that leads
to limited opportunities for career
progression and low representation in
senior managerial and leadership roles
(Professionals Australia, 2017). Vertical
segregation is evident in the cyber security
workforce in Australia with a considerably
higher share of male survey respondents
holding C-suite executive roles (Risse et
al., 2023). Similarly, in the United
Kingdom, less than 15 percent of senior
roles in cyber security were held by
women as of 2022 (Coutinho et al., 2023).

This pattern is also seen in the Australian
2021 Census data for the ICT profession
more broadly, where women account for
less than 25 percent of ICT managers -
comprised mainly of ICT Project Managers
and Chief Information Officers -
considerably lower than the female share
of the Managers across all occupational
categories of 40 percent.[6]

3.1.3 Horizontal gendered
segregation

Gendered segregation in the workplace
represents one of the manifestations of
gender inequality in organisations (Cohen,
2013). Horizontal segregation is defined as
women and men sorting into different
types of work activities, with women being
employed typically into more precarious
forms of employment such as part-time
and casual positions compared to men
(Professionals Australia, 2017).

There is evidence that among ICT
professionals in Australia, women are more
likely to be employed in more junior and
therefore lower paid administrative and
logistical support roles (Foley et al., 2017).
Based on the Australian 2021 Census, 17
percent of the women in the Computer System
Design and Related Services industry are
classified as Clerical and Administrative
Workers compared to two percent of men[7].

3.2 Gender pay gap

The gender pay gap is sizeable =
and persists across cyber security
and related disciplines in Australia.
Based on the latest data available
in the 2021 Australian Census, the
median personal weekly income
for women in the ICT Security
Specialists occupational category
was between $1,750

and $1,999 compared / [
to a range of $2,000 Yavi
and $2,499 for men, W4
amounting to a "'t A
gender pay gap of 12 "’t‘. N
percent to 25 percent. I.l;l,‘,‘i /
[8] The gender pay ~_(Wan™ :: ]
gap likely reflects the
gender composition Q ‘ "lf‘,i

of the cyber security

workforce, notably horizontal segregation and
lack of female leaders in the profession.
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[6] Calculated by the authors from the 2021 Census retrieved from ABS Pro Table Builder on 8 June
2024. Female ICT Managers number 17,602 from a total of 74,540 ICT Managers. For the Managers
category, female Managers number 652,412 from a total of 1,645,769 Managers.

[7] Calculated by the authors from the 2021 Census retrieved from ABS Pro Table Builder on 8 June
2024. The ABS classifies this industry as workers ‘engaged in providing expertise in the field of
information technologies such as writing, modifying, testing or supporting software to meet the needs
of a particular consumer; or planning and designing computer systems that integrate computer
hardware, software and communication technologies.” Source:
https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-industrial-
classification-anzsic/2006-revision-2-0/detailed-classification/m/70/700/7000. Accessed on 1 July
2024.

[8] The gender pay gap is expressed as the median women’s weekly earnings as a
percentage of the median men’s weekly earnings. The median weekly incomes that form the
basis of the gender pay gap estimate do not take into account differences in employment
status or weekly hours worked between women and men. Based on the authors’ own
calculations using data accessed from the ABS Pro Table Builder on 10 June 2024.



The gender pay gap is pervasive across the
STEM disciplines that effectively supply
workers into cyber security. Measured by full-
time total remuneration, the Department of
Industry, Science and Technology estimates
that men earned an average 15 percent more
than women in the Computer System Design
and Related Services industry as of 2022,
comparable to the gender pay gap for all
STEM industries (Department of Industry,
Science and Resources, 2023) and within the
range of estimates for the gender pay gap for
Australia’s economy wide workforce of 12
percent to 22 percent.

Based on an analysis of survey respondents
from Australia, around 40 percent of female
professionals in STEM believed that their pay
was not fair or equitable compared to their
professional male colleagues and survey
respondents ranked pay equity behind only
flexible work arrangements as a key barrier to
career advancement facing professional
women (Professionals Australia, 2017). Added
to this, the gender pay gap widens
considerably for female engineers with more
than four years of industry experience,
pointing to the role that career interruptions
play in propagating pay disparities between
women and men (Professionals Australia,
2017).

International patterns point to a modestly lower
gender pay gap than in Australia. In a global
survey of cyber security professionals, the
average annual salary for female participants
was $109,609 compared to $115,003 for male
participants, amounting to a gender pay gap of
around five percent (1ISC2, 2024).

9%

Gender pay gap between men
and women in Computer
System Design in Australia

5%

Gender pay gap between
male and female engineers
internationally
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3.3 Summary

Drawing on statistics primarily collected for Australia and the United States, our empirical
analysis confirms that women account for less than one in five cyber security professionals,
that this low female representation extends to leadership positions, and that gendered
workplace segregation is present in STEM occupations more broadly, where women are over-
represented in administrative and clerical roles that are characterised by low pay (see Figure
1). These factors are likely to contribute to the sizeable gender pay gap which we find evidence
for in Australia both in cyber security and related STEM occupations. Since the low
representation of women in cyber security and STEM occupations does not appear to be
Australia-specific, the underlying gendered barriers in the profession are likely to be global in
nature, which will be discussed in Section 4.

Figure 1: Gender disparities in cyber security and related occupations in Australia

Women account for less than 20% of
Australia’s cyber security workforce

Less than 25% of ICT project managers
and chief information officers are women

One in five women in the computer system

design and related service industry are
classified as clerical/administrative workers,
compared to one in 50 for men

Women working as ICT security specialists
earn 12-25% less than their male
counterparts




4. BARRIERS TO GENDER DIVERSITY
AND INCLUSION IN CYBER SECURITY

Our discussion of gendered barriers in the
workplace focuses on both the lack of gender
diversity and inclusion. Although diversity and
inclusion are often thought of as being
interchangeable, they represent distinct concepts
(Garg & Sangwan, 2021). Workplace gender
diversity describes the gender composition of the
workforce while gender inclusion refers to the
extent to which organisational culture and policies
foster a feeling of acceptance amongst female
workers (Garg & Sangwan, 2021). Efforts
designed to increase gender diversity — such as
the implementation of gender targets for instance
— might not necessarily foster greater gender
inclusion (Miller & Katz, 2002). Garg and
Sangwan (2021) suggest that effective gender
inclusion initiatives lift the sense of
“belongingness” amongst women in an
organisation, which has the impact of attracting
more women to the organisation, increasing
retention among female workers, and
consequently promoting greater gender diversity.

Though some progress on workplace gender
equity and inclusion has been made over
time, gendered challenges within male
dominated fields still present an intractable
reality for many organisations. Naturally,
gender based challenges are likely to be
more pronounced in professions and
industries that remain male dominated, where
cultural norms that embed outdated gender
stereotypes have developed over time
(Ridgeway, 2011) and which have the effect
of reducing women’s sense of belongingness
(Cheryan et al., 2017).
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Our review of the literature highlights seven key dimensions of how gender disparities persist in
cyber security. These barriers include: under-representation of women, the gender pay gap,
inflexible work arrangements, discrimination and sexism, gendered stereotypes towards cyber
security, a lack of female leaders and role models and masculinised promotion. These barriers are
represented in Figure 2.

Figure 2: Barriers to gender diversity and inclusion in cyber security

Under-
representation
of women

The gender
pay gap

Masculinised
promotion

Lack of

female Inflexible work
leaders and arrangements
role models

Gendered
stereotypes Discrimination
towards and sexism

cyber security

4.1 Under-representation of women

The lack of female representation — that is, having to work in an environment with significantly
more men than women — has been identified as both a manifestation and perpetuator of gender
inequality. Working predominantly amongst men, younger women report a sense of being
underestimated, while those in more advanced stages of their career report a fear of sexual
harassment (Giboney et al., 2023). As Kshetri and Chhetri (2022) have demonstrated in their
discussion of a Kaspersky Lab survey of school-aged females, 47 percent report that they
would like to work in a field with an equal female to male balance. Further, male dominated
professions such as cyber security can have the effect of reducing women’s sense of
belongingness (Cheryan et al., 2017). Overall, the ubiquity of men within the workplace
environment appears to lead to an unpleasant working environment for women.




4.2 Gender pay gap

The gender pay gap in cyber security is both a manifestation and
perpetuator of gender inequality since it reflects underlying inequities
in career progression opportunities, education opportunities, and
treatment in the workplace faced by women. The gender pay gap
can stem from two sources: pay differences between men and
women who work in the same occupation and level of seniority (i.e.
rate of pay) and pay differences that arise from the sorting of men
and women into different occupations, industries and employment
status (i.e. total pay). The sorting of men and women into
occupations can emerge for several reasons, including structural
disadvantage due to either limited educational opportunities, career
interruptions associated with child rearing responsibilities or because
women are discouraged from entering or remaining in high paying
occupations that offer limited scope for work-life balance, therefore
leading to fewer opportunities for career progression (Goldin, 2014).

As documented earlier in this report, the gender pay gap still exists
in cyber security and presents a challenge for women as it hinders
their professional growth, limits their opportunities for advancement,
and perpetuates a cycle of under-representation and inequity within
the industry (Foley et al., 2017). The ‘ask gap’ also contributes to the
gender pay gap in STEM related fields; when applying for
engineering jobs, women’s asking salary was found to be around
three percent lower than male applicants (Roussille, 2024).

4.3 Job design and inflexible work arrangements

Surveys of IT and STEM professionals in Australia point to gendered
barriers around job design and inflexible work arrangements which
contribute to challenges in women achieving work-life balance,
particularly for those with caring and family responsibilities (Nielsen
et al., 2004). A lack of flexible work arrangements is cited as a key
reason why Australian women leave careers in STEM and ICT
(Foley et al., 2017). Further, a majority of survey respondents
believed that promotions and opportunities for career progression in
STEM are largely drawn from the pool of full-time workers, while 70
percent of respondents believed that career interruptions associated
with maternity/parental leave was detrimental to their careers
(Professionals Australia, 2017).




Job design likely contributes to inflexible
work arrangements in male dominated
professions. This is because it is
common for tasks and responsibilities to
be designed with little regard for flexibility
(Acker, 1990; Withanaarachchi &
Vithana, 2022), leading to problems
associated with gender diversity and
inclusion. Organisations may set
themselves up for gender disparities
through expectations for work
commitments that extend into late night,
24/7 availability and the need to be
extremely focused, which create conflicts
with the additional workload often placed
on women with domestic responsibilities
(Aljuaid, 2022; Bagchi-Sen et al., 2010;
Foley et al., 2017). For instance, the
nature of work and job design in the IT
sector — notably rapid technological
change and long working hours —
undermine the professional identity that
female IT professionals have given
possible caring and family responsibilities
(Nielsen et al., 2004).

Goldin (2014) attributes gender
disparities such as the gender pay gap
primarily to job design that favours and
rewards workers — namely men — who
are willing to sacrifice work-life balance.
That is, men have a greater means to
work longer hours, engage in ‘face time’
and be available 24/7 (Goldin, 2014).
Changes in job design that reduce
employers’ demand for workplace
flexibility can have the effect of reducing
gender disparities. Even where flexible
work arrangements are available and
widely utilised, working from home can
limit career advancement opportunities
for women as it can make it more difficult
to find mentors and sponsors, lead to

questioning of a person's commitment to
the organisation, and impact
participation in the workplace as people
are less likely to speak up and be heard
in hybrid meetings (Haas, 2022).

4.4 Workplace cultural problems
around discrimination and
sexism

The male dominated cyber security work
environment for women represents a
challenge in attracting and retaining
women in the profession. Social
networks and activities which exclude
women are common in male dominated
professions (Acker, 1990). These “old
boy’s networks”, for instance, may inhibit
women’s career progression by reducing
their awareness of the political
landscape of their organisation, and
impede their ability to confidently
challenge decisions made by leaders
within the organisation through the
support of their fellow colleagues
(Bagchi-Sen et al., 2010).

According to a 2015 survey of IT
professionals, masculinised cultures can
exacerbate incidents of harassment,
bullying, and unconscious bias
(Professionals Australia, 2017). Aljuaid
(2022) documents that this hostile
environment in cyber security, which
includes discrimination, can make cyber
security work inherently unappealing to
females as it undermines their sense of
emotional safety at work. Micro-
aggressions such as the valuing of male
opinions above those of females
constitute another important aspect of
negative gender-based experiences for
women in cyber security (Aljuaid, 2022;
Jordan, 2022; Reed et al., 2017).




4.5 Gender stereotypes and a lack of
awareness of cyber security develop
early

Gendered stereotypes and limited
understanding of cyber security is evident
among school aged girls, which potentially
affect subsequent career choices (Lihammer
& Hagman, 2021). Early exposure programs
to promote awareness of, and accessibility to
cyber security, may themselves be

gender biased in
their design; a prime
example of this is the
Hour of Code
program, which
integrates coding
activities into a video
game format —
potentially invoking
the “gamer”
stereotype often
viewed as being unappealing towards girls
(Del Toro, 2019). These inequalities are an
issue, as Hinojosa et al. (2016) show that
interest and confidence in STEM at the
secondary school level is a strong predictor of
success in post-secondary STEM courses.
While informal enrichment activities in the
form of camps such as GenCyber increase
female interest in pursuing cyber security,
access or exposure to these activities shows
a gender discriminatory pattern, with
Raytheon (2017) documenting that 35 percent
of females, as opposed to 16 percent of
males, stated that no enrichment activities
around cyber security were offered to them
through school. Raytheon (2017) also
establish that more males (40 percent) than
females (28 percent) have had exposure to
information about cyber security as a career,
with twice as many males (two-thirds of
participants) as females (one-third)
understanding the job requirements for

cyber security professionals. Further, Hansen
et al. (2017) demonstrate the presence of
stereotypes in children as young as 7-8 years
old, with 71 percent of these participants
describing computer scientists as male and
90 percent believing that cyber security work
is solitary, lending support to the “solitary
hacker” stereotype (Kaspersky, 2018).

4.6 Lack of female leaders and role
models

A lack of female
leaders and senior
managers in cyber
security is another
significant
manifestation and
perpetuator of gender
disparity in the cyber
security profession
(Ahuja, 2002;
Withanaarachchi

& Vithana, 2022). In a study of young people
conducted by Kaspersky (2018), over 60
percent of female respondents viewed a
career in cyber security positively if they had
met someone who works as a cyber security
professional, but only 11 percent of the entire
survey sample had in fact met a female cyber
security professional.

The problem of few female role models
extends beyond the workplace to the teaching
of STEM subjects at school. Stearns et al.
(2016) suggest that girls are more likely to
major in STEM areas if they have female
science/maths teachers in secondary school.
Gonzalez-Pérez et al. (2020) conclude that a
lack of role models during these formative
educational experiences contributes to a lack
of interest and success in STEM subjects,
indicating that the desire for female role
models is ubiquitous across female age

groups and life stages. 29



The important influence of teachers is echoed again by Bagchi-Sen et al. (2010) who argue
that the interest gap in STEM that arises in grades six to eight, growing larger throughout
secondary school, may be attributed to a lack of female teachers in maths and science
classrooms as well as lower self-efficacy in computer/IT skills overall. At the tertiary level, the
lack of female representation in IT faculties presents a barrier for female students in gaining
guidance, and procuring mentoring opportunities (Bagchi-Sen et al., 2010).

4.7 Masculinised promotion of cyber security

Militaristic analogies about the role of cyber security in protecting the community from cyber
attacks and harm promotes the view such roles are a “man’s job” (LeClair & Pheils, 2016;
Peacock & Irons, 2017). Compounding this issue further is the “traditional masculinity model
of the different roles”, where stereotypes abound that men are perceived as being more
naturally fitted to roles of leadership and management while women, on the other hand,
struggle to be “productive under pressure" (Aljuaid, 2022, p. 77).

4.8 Summary

There are myriad factors that contribute to persistent gender disparities in the cyber security
workforce. While underrepresentation of women in this sector may be approached with
gender inclusion initiatives, this is hindered by enduring issues with the gender pay gap and
inflexible work arrangements due to restrictive job design. Added to this, women in the cyber
security industry feel subjected to various forms of harassment and micro-aggressions.




Many of these barriers contribute to the perpetuation of gender inequality in part because
they can lead to attrition of women from the profession and deter women from considering a
career in cyber security. A lack of female leaders in the profession, for instance, leaves key
decisions around job design and career progression predominantly up to male leaders
which may foster gender equalities.

Enduring gendered stereotypes and societal attitudes can contribute to skill shortages in
cyber security because there is a shortfall of women who seek to pursue a career in the
field. As such, there is a role for governments and peak bodies to address such external
factors. The internal factors considered that pertain to gendered work practices and
conditions are within the purview of organisations to change. In the next section, we turn our
discussion to initiatives designed to improve gender diversity and inclusion in the cyber
security profession.




5. ENABLERS OF GENDER DIVERSITY
AND INCLUSION IN CYBER SECURITY

Women cyber security professionals value their organisation’s gender diversity and inclusion
culture and policies more than men, and are more likely than men to believe that policies that
foster diversity and inclusion are important to overall team performance (ISC2, 2024). There is
a growing awareness globally of the need to increase the representation of women and other
minority groups in the cyber security workforce to address the growing global shortage of cyber
security professionals. For instance, the Diverse Cyber Security Workforce Act proposes to
boost diversity in the cyber security workforce in the United States by supporting the
recruitment of women and other under-represented groups, including people from
disadvantaged communities and older individuals (Rascon, 2024).

Our review of the literature highlights eight key initiatives designed to improve gender diversity
and inclusion in cyber security. These enablers include: gender targets, promoting women’s
interest in cyber security, flexible working arrangements, unconscious bias training, cultural
transformation, allyship programs, facilitating women in leadership roles and a greater use of
role models and mentors. These enablers are represented in Figure 3.

Figure 3: Promoting gender diversity and inclusion in cyber security
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5.1 Gender targets and disclosure around
gender composition

One of the mechanisms in which greater gender
diversity in the cyber security profession can lead to
better gender inclusion outcomes is addressing the
representation of women in cyber security to achieve
gender balances (Giboney et al., 2023; Kshetri &
Chhetri, 2022). While gender targets do not directly
address gender inclusion, greater female
representation can place pressure on organisations
to improve the workplace culture for women and
increase their sense of belonging (Miller & Katz,
2002).

Gender targets however can give rise to a
‘competence stigma’ among existing employees. In
an experimental setting, Leibbrandt et al. (2018)
demonstrate that the performance of women
selected by a gender target are more likely to be
misreported and/or sabotaged than women selected
on ‘merit’. Additional evidence shows that employees
in male dominated professions tend to question the
value of skills of women who are seen to be hired to
meet organisational gender targets. Ghalebeigi et al.
(2022) suggest that organisation-wide mandatory
training and education emphasising benefits of
gender diversity could help to foster a cultural shift
around the implementation of gender

targets.

To the extent that gender targets are considered by
some to be too heavy handed or risk provoking a
backlash, organisations could also consider
increasing transparency around gender disparities by
disclosing on a regular basis a range of gender
equality indicators, including gender representation by
levels of seniority and function, gender pay gaps and
incidences of harassment and bullying. By increasing
the level of disclosure of vertical and horizontal
workplace segregation and other gender disparities,
organisations may be subject to greater internal and
external pressures to improve gender diversity
and inclusion.




5.2 Promoting women'’s interest in cyber
security

Raising awareness about cyber security careers
should commence early to have the greatest impact of
challenging gendered stereotypes about the profession
and nature of work, with the promotion of certain types
of skills helping to encourage women’s interest in the
field of cyber security (OECD, 2023). Jethwani et al.
(2017) have shown that an emphasis on creative and
collaborative problem-solving, as well as real world
application can increase female interest in working in
the field (Kshetri & Chhetri, 2022; Withanaarachchi &
Vithana, 2022). A focus on “real world and social
issues” has also been suggested by some, as well as
greater focus on how the field of cyber security can
help others (DeCrosta, 2021; Kam et al., 2022).

5.3 Flexible work arrangements

The cyber security profession would become more attractive to women as a career choice by
expanding the list of attributes and behaviours rewarded. By shifting away from a "hacker
culture" that prizes long hours, late nights, and an "obsessive" 24/7 focus, the profession
would likely diminish the feeling among women that cyber security work is not suited to them
and better accommodate caring responsibilities (Aljuaid, 2022; Bagchi-Sen et al., 2010;
Poster, 2018). Considering the significant representation of women in part-time work, equal
opportunities offered to both full- and part-time workers could form part of this implementation
(Professionals Australia, 2017).

However, researchers have identified the presence of a “flexibility stigma” associated with
women (and men) taking advantage of flexible work arrangements in work cultures that value
long working hours and an unstinting commitment to work responsibilities (Padavic et al.,
2020), which can have adverse consequences for career advancement (Goldin, 2014). It
remains to be seen whether the involuntary shift to working from home during the global
pandemic for many organisations leads to a permanent shift in favour of more flexible work
arrangements and a reduction in the “flexibility stigma”. Given the nature of cyber security
work which focuses on protecting organisations and individuals from cyber-attacks from
increasingly sophisticated cyber criminals (Curtis & Oxburgh, 2023), it may be challenging to
persuade senior cyber security leaders that the workday of employees ends when they leave
the office for the day.



5.4 Mandatory unconscious bias
training

The research on the efficacy of
unconscious bias training is mixed. On the
one hand, it has been shown that
mandatory unconscious bias training can
help to transform masculinised gender
norms by confronting the underlying
cultural factors contributing to workplace
gender inequality (Madsen & Andrade,
2018). Two channels through which such
training can be effective at shifting cultural
norms are to raise awareness of
unconscious or invisible bias that both men
and women exhibit, and to challenge
conventional views that stereotypically
masculine leadership styles are superior to
stereotypically feminine styles (Madsen &
Andrade, 2018). Andrade (2024) suggests
that training and development to address
unconscious gender bias in the workplace
should emphasise three strategies: safe
spaces for women to share experiences,
self-reflection on leadership beliefs and
styles, and alternatives to gendered and
stereotypical leadership styles. On the
other hand, in their analysis of policies and
practices in the Australian Public Service,
Williamson and Foley (2018) draw
attention to the possibility that unconscious
bias training can have the unintended
effect of entrenching and normalising
unconscious biases, and recommend that
such training be complemented by
affirmative action such as setting gender
targets to foster women’s career
advancement.




5.5 Cultural transformation

On account of the negative effects of over-masculinised
cultures on female recruitment and retention, it has
been suggested that it is essential that organisations
involved in providing cyber security services
demonstrate gender neutrality in their workplace culture
(Withanaarachchi & Vithana, 2022). One way this can
be achieved is through the use of gender-neutral
language (Da Silva & Jensen, 2022). Organisations
should consider the effect of masculine cyber security
“protector” tropes, such as those of “shadow warriors”,
in the promotion of the field may have on women’s
sense of interest and belonging in cyber security roles
(Da Silva & Jensen, 2022). At the organisational level,
progress towards achieving gender inclusion could
include the regular provision of Pulse surveys of
employee engagement to gauge internal perceptions of
gender equality (Fitzsimmons et al., 2020) with scope to
link senior managers’ KPIs to making measurable
progress on gender diversity and inclusion [

l
(Fitzsimmons et al., 2020). ab h

5.6 Allyship programs

Allyship programs are initiatives that involve individuals
actively supporting and advocating for marginalised or
under-represented groups. In the context of cyber security
and other male dominated professions more broadly, men
would be recruited to advocate for the rights of women in
the workplace, including greater gender equity and fostering
a culture that promotes opportunities for career progression
among women (Bilal et al., 2021; Moser & Branscombe,
2022). In a profession where men occupy the majority of
leadership positions, male allies in cyber security are likely
to be influential in effecting change that fosters a more
inclusive and equitable workplace where everyone feels
valued, respected, and empowered to succeed. Allyship
initiatives include men advocating for greater organisational
change, raising awareness around the gendered barriers
faced by women in the organisation and profession,
establishing committees and other formal processes and
practices that facilitate workplace gender equality, and
developing informal networks and mentoring opportunities to
support women (Moser & Branscombe, 2022). 29




5.7 Women in leadership roles

A lack of career advancement is a significant
motivator for attrition in the cyber security
workforce, so offering more promotions would
likely increase retention by reducing the sense
of stagnation commonly experienced by
females working in cyber security (DeCrosta,
2021). Having women in leadership roles may
serve to elevate awareness of the challenges
women encounter among organisational
management, potentially increasing the amount
of attention and energy dedicated to creating an
environment hospitable to women within the
organisation (Aljuaid, 2022). Employers and
senior leaders must also be aware of their own
unconscious biases, such as the tendency to
masculinise leadership roles, as these may form
part of the mechanism responsible for women’s
under-representation in senior management
positions (Aljuaid, 2022).

According to Bagchi-Sen et al. (2010), the
recognition received by women in the form of
appearance on boards or panels, positions
within the management team, recognition by
executives, and contribution to creation of
industry standards, all play a role in defining
success for women themselves and may be as
equally important as salary in motivating women
to participate in cyber security work. This
research also suggests that females
transitioning from technical to managerial roles
may face challenges in being assertive, being
able to say no, and marketing themselves and
their ideas, which can be addressed via training
programs.
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Studies in the wider literature beyond the
STEM setting have drawn attention to how
women only training programs (WOTPs) can
facilitate women’s career advancement
(Chasserio & Bacha, 2024; Chuang, 2019).
Benefits that can emerge from WOTPs
include fostering improved self-efficacy
(Chasserio & Bacha, 2024), deepening
women’s understanding of their own
managerial styles (Chuang, 2019), and
helping to clarify attitudes about themselves
in their careers and personal lives
(Vinnicombe & Singh, 2002).

5.8 Female role models and
mentoring opportunities for women
in cyber security

The presence or the prospect of mentors has
been shown to encourage women to pursue
a career in cyber security (Jethwani et al.,
2017; Withanaarachchi & Vithana, 2022).
Further, the lack of mentorship opportunities
represents a barrier to career advancement
for women in male dominated professions
such as cyber security (Bagchi-Sen et al.,
2010; Foley et al., 2017). Partnerships
between female cyber security professionals
across different organisations and industries
have been suggested to facilitate mentoring,
career advancement and greater job-
relevant, practical knowledge (Bagchi-Sen et
al., 2010; DeCrosta, 2021). Industry peak
bodies such as AWSN can help to facilitate
networking programs that transcend
organisational boundaries and that are
designed specifically for women.

.
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Drury et al. (2011) suggest that female
role models in STEM fields can improve
recruitment and retention of women by
improving women’s performance and
sense of belonging, while the OECD
suggests that role models in industry
and policy making can help to challenge
gendered stereotypes about the role of
women in cyber security (OECD, 2023).
Increasing female visibility and creating
a community of female workers,
complete with role models and mentors,
is a crucial aspect of attracting and
retaining women in cyber security
positions. Facilitating talks and speeches
delivered by women, as well as
facilitating inclusion of women on boards
and panels, may enhance women’s
sense of achievement and job
satisfaction whilst simultaneously
increasing the availability of potential
mentors and role models for other
women (Del Toro, 2019; Kshetri &
Chhetri, 2022).

As expressed by participants in the
study by Aljuaid (2022), women in cyber
security must “talk and give speeches”
(p- 75), to educate other women on the
workings of the field, and the benefits
such a career may offer them. Having
“more leadership positions for women”
(p. 83) as academics or industry
practitioners, is perceived by women as
important not only in equalising the
gender balance within upper levels of
seniority, but also in allowing the female
voice to “be heard” (p. 83) and
facilitating greater top-down action
regarding the challenges faced by
women in this field (Aljuaid, 2022).
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The visibility of other women, and witnessing their success, is important in motivating and
encouraging other girls and women to join and stay in the field (Rowland & Noteboom, 2019).
Another important aspect of increasing visibility is the direct impact this would have on female
social networks and sense of belonging. Studies have highlighted women expressing a sense
of disadvantage due to the prevailing ‘boys’ club’ atmosphere within cyber security, which must
be replaced with a sense of female community to foster confidence and enjoyment in work for
female workers (Bagchi-Sen et al., 2010; Lingelbach, 2018).

5.9 Summary

We have reviewed a range of initiatives drawn from the literature that are designed to reduce
gender inequities in cyber security. These include enablers such as the implementation of
gender targets or increased disclosure of gender equality indicators, advancing women’s
interest in the field of cyber security through the promotion of creative and problem-solving
skills and a re-framing of job design in cyber security away from a 24/7 culture that values long
working hours. Added to this we have also outlined practices that foster a gender inclusive
culture and support women’s career progression opportunities such as unconscious bias
training, the implementation of gender-neutral language and allyship and mentoring programs.
In the final section, we conclude our findings and discuss avenues for future research in this
area, notably implementation issues associated with the initiatives proposed.
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6. CONCLUSION

™ This report has reviewed academic literature

h % _ on the topic of gender diversity and inclusion
= I i in cyber security with a view to understanding
= | %7 the pattern of low female representation in
| both Australia and internationally and other
‘g - dimensions of gender disparity. In Section 2
we demonstrated that studies that focus on

gender in Australia’s cyber security workforce
are sparse, with Bongiovanni and Gale
(2023) representing the only study to our
knowledge that has examined gendered
barriers in cyber security in Australia. In
addition to Phase 1 of our study, many of the
studies of gender disparities in cyber security
in Australia are focused on STEM

f %ﬁ occupations more broadly, for example, Foley

et al. (2017) or are based on patterns in the

United States (for example, Giboney et al. (2023); Givens (2019) and Sturhonda (2019). The
lack of studies that explore gender dimensions within Australia’s cyber security workforce
suggests that there is scope for further research into the nature of the gendered barriers facing
women and initiatives that could most effectively improve gender diversity and inclusion in the
cyber security profession.

Phase 1 of our study provides the most up-to-date and comprehensive quantitative study on
women in the Australian cyber security workforce. In that study, we recommended that a multi-
pronged, collective, and whole-sector approach is needed to create a more gender equitable
and inclusive cyber security sector. First of all, leaders and organisations need to actively
promote cultural change. Organisations need to review and monitor their policies and practices
to break down gender biases, they also need to set clear goals and targets, including
embedding them into managers' KPIs, as a way to take concrete actions in improving women's
employment and career experiences.

This needs to be supported by industry associations through programs and initiatives that
support women in the sector and that enhance the visibility of women role models for the sector.
Industry associations play an especially important role as many cyber security professionals are
employed in organisations across different industries (e.g., retail, banking) rather than specialist
cyber security firms. Hence, the unique challenges experienced by women cyber security
professionals in such diverse industries may not be readily aware and well addressed by their
employed organisations, and this is a gap that industry associations can fill in in providing a
strong network and support.
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In addition, governments need to ensure
their policies support diversity and
inclusion and invest in programs that
support more women and those from
other minority groups to pursue a career
in the sector. Educational institutions are
also important players as they help to
provide a healthy talent pipeline through
inclusive program design and purposeful
career development for women.

The second stage of Phase Il of this
project involves a qualitative analysis
based on interviews of 30 female cyber
security professionals who each have a
minimum of over five years’ experience in
the cyber security workforce. By
examining the lived experiences of these
women, many of whom are in mid to
senior level positions working in a male
dominated profession, we aim to garner a
better understanding of the extent to
which they have faced gendered barriers.
We also seek to learn how they have
sought to overcome gendered barriers,
and whether they have benefited from
initiatives implemented by their
organisation to foster gender diversity and
inclusion. We will also explore what their
motivations were for becoming cyber
security professionals, whether they have
considered leaving the profession, and
what aspects of their role they value most.
Insights in this regard would enable
organisations and the sector as a whole
to devise better policies and practices that
retain high calibre women cyber
professionals.
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