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1. EXECUTIVE SUMMARY

Australian Women in Security Network (AWSN) commissioned RMIT
University’s Centre for Cyber Security Research and Innovation (CCSRI) and
Centre for Organisations and Social Change (COSC) to undertake Phase Il of a
research study investigating the reasons why women are under-represented in
Australia’s cyber security workforce and why the few that do enter the sector,
leave the sector.

Phase Il builds on key findings from Phase | of this study: women only account
for 17 per cent of the cyber security workforce in Australia (Risse et al., 2023).
This is a sign of gender inequity. Women’s low level of participation in the cyber
security workforce demonstrates the influence of gender biases, stereotypes
and inequities that prevail across the sector. These biases reflect inequities in
wider society, but there are also some distinctive features of the cyber security
sector that replicate and exacerbate these gender-patterned biases and the
marginalisation of women. There is a growing consensus that the profession
needs to broaden the diversity of its workforce to address the global shortage of
cyber security professionals, including targeting recruitment and retention
initiatives to women and people from disadvantaged communities (OECD,
2023).

This study’s aim is to help boost the number of women entering, and staying in,
the cyber security sector.

The research study comprised three parts:
1.A literature review — that builds on Phase | of this study — of gendered
barriers and enablers in the cyber security workforce.
2.In-depth interviews with 30 women working in cyber security roles with over
five years of experience, or those who have recently left the sector.
3. Thematic analyses of the interviews of women working in cyber security
roles.

This study found that there are significant gendered barriers that contribute to
the low level of recruitment to, and retention of women in, the cyber security
sector. These can be attributed to cultural factors, societal attitudes,
organisational barriers, the nature of jobs in the industry, and a lack of interest
from women to enter the cyber security workforce.

This report makes 14 recommendations to boost the recruitment and retention
of women in the cyber security workforce.



2. OBJECTIVES AND
CONTEXT

The research objectives of Phase Il of this study (Investigating the Reasons why Women
Leave the Cyber Security Workforce and Strategies to Address this Attrition) were to:

. ldentify gendered barriers and enablers to improving the recruitment and retention of
women in the cyber security profession, and their cultural and institutional context.

. Develop a deep understanding of the reasons women leave the cyber security
profession.

. Gain insights into the lived experiences of women in the cyber security sector,
focusing on challenges and opportunities for improvement.

. ldentify how these issues can be addressed by employers, industry groups and
governments.

. Explore the potential interventions and strategies for organisations to implement to
enhance gender diversity and retention of women in the cyber security workforce.




3. RECOMMENDATIONS

To make Australia's cyber security workforce more gender-balanced and inclusive, a
whole-of-society approach is needed. This includes employers, leaders, government,
schools, media, and the community. They all need to change their policies, practices, and
attitudes about gender equality.

To improve gender equality in cyber security, we should use methods that are proven to
work. Research shows that instead of expecting women to adapt to unfair systems, we
need to change the systems, cultures, and traditions themselves.

Based on RMIT’s research and interviews, this report outlines practical steps that different
players in the ecosystem can take to improve gender equality and inclusion in Australia’s
cyber security sector. These recommendations apply to society as a whole, organisations,
and the entire profession.




3.1 Societal and profession-wide initiatives

designed to improve recruitment and retention
of women

The table below presents societal and profession-wide recommendations for
government and industry peak bodies to boost the recruitment, and retention, of
women in the cyber security profession in Australia.

Table 1: Societal and profession-wide recommendations to improve
recruitment and retention of women in cyber security

Recommendation 1: Government and industry bodies should invest in
unconscious bias and gender inclusive training programs

. Participants noted that a male-dominated culture leads to behaviours
that exclude women, leaving them feeling unwelcome in cyber security.

. To tackle the problem of low recruitment of women in cyber security,
we recommend that government and industry organisations invest in
training programs that focus on unconscious bias and gender inclusivity.
They should highlight the specific challenges and barriers that women
encounter in the cyber security field.

Recommendation 2: Government and industry bodies should promote
women’s interest in the cyber security profession

. Female cyber security professionals RMIT interviewed shared
compelling reasons for choosing and staying in their career, such as
their ability to safeguard their community through their job. To attract
more women to the field, industry leaders and governments should
promote the profession's positive social impact. This will inspire more
women to consider cyber security as a career path.

Recommendation 3: Implement educational programs as early as
possible

. The evidence suggests that women are not typically interested in a
career in cyber security, and STEM fields more broadly. To spark
girls' interest in cyber security, educational programs should begin as
early as primary school and continue into secondary school.




Recommendation 4: Collect longitudinal data regarding
efficacy of educational programs

. Many programs aimed at increasing women's involvement in
cyber security (and STEM fields) start with girls in primary and
secondary schools. These initiatives need time to show
results, and there is not yet have enough data to know how
well existing educational programs are working. To make
smart decisions about what really works, we need to gather
information over a longer period. This could be done through a
specific long-term study or by adding new questions to existing
surveys like the national Census.

Recommendation 5: Government and industry peak bodies
should support closing the gender pay gap

« Government and industry leaders should offer clear guidance
to organisations on how to carry out internal audits of the
gender pay gap. They should provide advice on how to
ensure that women in cyber security roles receive fair pay and
benefits.

Recommendation 6: Establish/expand women’s networks

. Establish and/or expand women’s networks to encourage a
sense of female community; this may foster confidence
and enjoyment for women in the sector.

. Industry bodies should help organisations co-ordinate
mentoring and allyship programs.

Recommendation 7: Collect and publish data on cyber
security sector gender equality indicators

. There is inadequate data, especially at an organisation
level, on the number of women entering and remaining in
cyber security. Government agencies and industry leaders
should gather and publish data on gender equality and
retention rates in the cyber security profession every year.
This transparency will help organisations and
governments measure progress against these indicators.




3.2 Workplace practices and conditions
designed to improve recruitment and retention

of women

The following are organisational level recommendations relating to workplace
practices and conditions designed to boost recruitment of women into the cyber

security profession in Australia.

Table 2: Organisational level recommendations to improve recruitment and retention of
women in cyber security

Recommendation 8: Review organisational policies

. Review existing organisational policies to ensure policies are gender neutral and target
improving the workplace culture and organisational practices.

Recommendation 9: Implement gender neutral recruitment practices

. Revise organisational recruitment practices and processes to reduce unconscious bias and
create a fairer hiring environment — this includes anonymised resumes/CV screening, skills
forms, diverse hiring panels, and other gender-neutral recruitment practices that can improve
the recruitment of women to cyber security roles, including senior managerial roles.

Recommendation 10: Design and redesign jobs to appeal to and accommodate women

. Organisations can do more to attract, support and keep women in cyber security, especially
those with caring responsibilities or who want to work part-time. This can be achieved by:
redesigning jobs to move away from a 24/7 work culture, where practical; offering more
flexible work arrangements; and, creating cyber security roles that are suitable for part-time
work or job-sharing. These changes would greatly benefit women and help organisations
retain valuable talent.




Recommendation 11: Implement formal mentoring and allyship programs

. To help women advance in their cyber security careers, organisations and industry
leaders should set up formal mentoring programs specifically for women; and companies
should consider creating allyship programs. This will improve gender inclusion across the
organisations and build supportive relationships with underrepresented groups,
including women and other diverse groups.

Recommendation 12: Enhance professional development opportunities for women

« Encourage women in cyber security to pursue professional development opportunities,
particularly cyber security skills or management and leadership. These opportunities could be
partially subsidised by the organisation, industry peak bodies and/or government to mitigate
the cultural and institutional barriers to women’s career advancement in the
profession.

. Implement women-only training programs (WOTPs) to support career advancement for
women in the workforce. These programs can: boost women's career progression;
increase their confidence and self-belief; enhance their leadership skills; and help
clarify personal and professional goals.

Recommendation 13: Industry bodies could implement programs to support women to re-
enter the cyber security workforce

. Design and roll out programs to support women returning to the cybersecurity
workforce. The programs should: target women re-entering after career breaks or changing
fields; focus on roles at various career levels, including mid and senior positions; leverage
transferable management skills from other industries; identify and address education gaps for
successful re-entry. Industry organisations could lead such initiatives to strengthen the
cybersecurity talent pool and promote gender diversity.

Recommendation 14: Report on equality indicators

. Increase disclosure of gender equality indicators to deliver meaningful organisational-level
change.




4. SUMMARY OF KEY FINDINGS

Table 3: Summary of key findings from the Phase Il literature review

Australia’s cyber security workforce

« The cybersecurity industry in Australia faces a significant gender imbalance, with women
underrepresented in the workforce. This issue remains poorly understood due to a lack of
comprehensive data and research. The field is predominantly male, which creates barriers
for women entering and staying in cybersecurity careers. These barriers include: persistent
gender stereotypes

« A masculine-oriented work culture; discouragement for women to pursue or maintain
careers in the sector. This gender disparity limits the diversity of talent and perspectives in
the cyber security workforce, and potentially impacting Australia's ability to address
evolving security challenges effectively.

Gender inequality statistics in cyber security and STEM disciplines internationally

. Women account for less than one in five cyber security professionals, according to
empirical evidence. This low female representation extends to leadership positions.

. Gendered workplace segregation is present in STEM occupations; Cyber security is no
exception. Women are over-represented in administrative and clerical roles, which are
lowly paid compared to technical and managerial roles. This may be the reason for the
sizeable gender pay gap (between 12 and 25 per cent from the evidence), in Australia, in
cyber security and related STEM occupations.

Promoting gender diversity and inclusion in the cyber security profession

. There is a need to expand and spread successful programs that help more women join the
cyber security field. To do this, organisations should: set clear goals for hiring women and
openly share progress on gender equality; change how cyber security jobs are designed,;
move away from expecting constant availability and long hours; create a workplace culture
that welcomes women; and, provide clear paths for women to advance in their careers.
These steps can help reduce the current gender imbalance in cyber security. By taking
action, we can build a stronger, more diverse workforce.




Table 4: Summary of key findings from interviews of women working in the
cyber security profession

Gendered barriers in cyber security in Australia

. Participants noted that gender equity is an ongoing struggle in
the cyber security industry. Whilst there have been some
advances, with the representation of women increasing in recent
years, the pace of change was characterised as unsatisfactory
overall, with true equality yet to be achieved.

. The cyber security industry faces significant challenges due to
gender imbalance, in terms of: the work environment; the industry
being predominantly male and women feeling pressure to adapt to
this environment. Women reported commonly experiencing
professional disrespect, bullying, harrassment and discrimination.
There's a clear need for a more inclusive and supportive
atmosphere to ensure women have a positive workplace
experience.

. Participants highlighted that from a gender pay equity perspective,
they believed they were not equally paid compared to their male
colleagues.

. In terms of age and representation, female cyber professionals
tend to be younger than their male counterparts. This suggests
that there is a growing representation of women through
generational change, however there exists potential barriers for
older women who want to enter the sector.

« Cyber security roles are highly demanding (and can include a 24/7
culture for operational role); they are typically not compatible with
achieving work-life balance. This makes it difficult, especially for
women in senior leadership positions and/or those with domestic
and/or family responsibilities. Limited organisational support
offered to women returning from maternity leave was also
highlighted.

. Participants noted that they have experienced doubts around their
self-efficacy which have arisen from cyber security being a male-
dominated field. Participants also noted that women lacked interest
in cyber security, which stems, in part, from gendered stereotypes
that start at an early age.




Enablers to reduce gender inequity in cyber security in Australia

. Participants were ambivalent about implementing explicit gender targets due to concerns
that their own competence, as well as those of the women hired to fulfil a gender target,
would be questioned.

. Flexible work arrangements were viewed favourably, with suggestions that managers could
be more open-minded and flexible with job design to accommodate experienced women
seeking to work part-time in cyber security. This includes work from home arrangements
and part-time roles.

. Participants stated that they had benefited from mentoring programs, especially those with
male sponsors. And they highlighted the benefit of professional development (PD)
programs, especially managerial and leadership skills PD programs, which are important for
career progression.

. Several participants agreed that promoting interest in cyber security among school-aged
girls was necessary to challenge gendered stereotypes that arise at an early age.




S. METHODOLOGY AND
DATA

The methodology for the research study was:

1.A literature review of gendered barriers and enablers in the cyber security workforce
(building on the literature review undertaken in Phase | of the study);

2.In-depth interviews with 30 women with over five years of experience working in cyber
security roles, who are either currently working in the cyber security workforce, or who have
recently left the cyber security workforce; and

3. Thematic analysis of the interviews of the women who are working in, or have recently
worked in, cyber security roles.

Details of this methodology and the data collected are provided below.

5.1 Phase Il Literature Review

Building on the literature review completed
in Phase |, the Phase Il literature review
focused on an in-depth review of more up-
to-date literature that explored two key
areas:

. Examination of gendered barriers that
contribute to problems around
recruitment and retention of women in
cyber security roles.

. Recommendations designed to improve F
gender diversity and inclusion in cyber /
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5.2 Qualitative Interviews and Thematic Analysis

Qualitative interviews

Interviews were conducted with 30 female participants who had at least five years of
experience working in cyber security, and all of whom are currently or previously employed in
the cyber security workforce. Their participation was voluntary, with most participants being
members of the Australian Women in Security Network (AWSN).

Each participant responded to an invitation email to participate that was disseminated by
AWSN, and the participants were not paid to be interviewed. The interviews were conducted
via Microsoft Teams between late April and early July 2024, with the average interview
duration being 48 minutes.

Identifying information about the participants is not disclosed in this report. As such, participants in
the report were assigned a randomised identification number.

The qualitative interviews offer insights into the lived experiences of participants, including:

. The motivations for entering the cyber security profession, whether they have considered
leaving the profession, and what aspects of their role they value most.

. The gendered barriers they have confronted in the early, middle and more advanced stages of
their career.

. How they have sought to navigate those gendered barriers, and

. The extent to which their career advancement has benefited from the implementation of
organisational policies and practices designed to improve gender diversity and inclusion.

These insights can enable organisations and the sector as a whole to devise better policies and
practices that attract and retain high calibre women cyber professionals.

Thematic Analysis of Interview Data

Thematic analysis represents a method of identifying patterns and recurring themes that are
present in qualitative data collected from interview participants (Braun & Clarke, 2006). NVivo
qualitative data analysis software was used to analyse interview transcripts, where nodes reflect
themes that correspond to gendered barriers and disparities evident in the cyber security
profession.

In this report, the selection and structure of themes were guided by the literature review and
through an inductive approach, where common responses from interview participants also shaped
the selection and structure of themes (Braun & Clarke, 2006).
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